Sovereign Satellites, Fragmented Shields: Closing the EU Space Act’s
Cybersecurity Gap for European Digital Sovereignty

1. Introduction: The Terrestrial Anchor of Orbiting Vulnerabilities

The 2022 Viasat cyberattack showed that space-based vulnerabilities translate immediately into
terrestrial disruption, disabling Ukrainian military communications and the remote monitoring of
around 5,800 German wind turbines. European digital sovereignty is therefore codependent on
space-asset security. Yet, while the Union builds its sovereignty as hard infrastructure through
projects such as Galileo and IRIS?, it risks legislating its resilience through a fragmented
framework. Sovereignty cannot be launched into orbit and left there; it must be secured across the
terrestrial supply chains that anchor it. The proposed EU Space Act (EUSA), introduced as
COM(2025) 335, is a historic opportunity to bridge this gap. Yet its cybersecurity architecture
risks exposing the most vulnerable segments of the space value chain, an asymmetric vulnerability
in the continent’s digital resilience.

2. Regulating Resilience: The Virtues, and the Contested Status, of the EU Space
Act

The EUSA draft takes commendable steps toward elevating space security. For the first time,
Articles 75 to 95 introduce sector-specific cybersecurity provisions for space assets. As originally
proposed, the text positioned itself as lex specialis over the horizontal NIS2 Directive (Recitals 71
to 72, Article 75), aiming to prevent duplicative obligations for entities already classified as
“essential” or “important”.

However, this approach is now contested. In her March 2026 Draft Report for the ITRE
Committee, Rapporteur Elena Donazzan argued there is no technical justification for a sector-
specific lex specialis. The new Recital 68a (Amendment 56) instead amends the NIS2 Directive
itself to integrate space activities under a single horizontal framework, while Amendments 60, 71,
and 72 suppress the original lex specialis recitals. How to articulate EUSA and NIS2 remains
entirely open, and it is within this friction that the security of the space supply chain hangs in the
balance.

A notable feature of the initial push is the threat-led penetration testing (TLPT) regime, compared
by analysts to the resilience architecture of the financial sector’s DORA framework. By treating
space capabilities as critical infrastructure rather than isolated commercial ventures, the Regulation
establishes a baseline that earlier national approaches lacked, a significant step for European
strategic autonomy. Where this analysis departs from contributions such as Franzoso, who frames
Europe’s sovereignty advantage through fundamental rights and data governance, is in its focus
on the terrestrial supply chain as the decisive variable.

3. The Cybersecurity Asymmetry: Where Protection Fractures



Despite these advances, the text introduces ambiguities that threaten its own objectives across three
dimensions.

First, uncertain applicable regimes. Operators active in both the space sector and adjacent NIS2
domains, such as digital infrastructure or ICT service management, face genuine uncertainty as to
which regime governs their operations. Rather than clear-cut double enforcement, this lack of
clarity introduces compliance friction and overlapping competence, leaving security boundaries
poorly defined.

Second, the unprotected value chain layer. SMEs and third-country providers below horizontal
NIS2 thresholds risk an uneven compliance regime within the same value chain. Because a cyber-
adversary selects the weakest link, sovereignty remains only as resilient as its least-protected
operator. Viasat illustrated this: the breach reached its targets through a supplier-level vulnerability
rather than a frontal assault on core infrastructure. This gap is increasingly recognised by EU
lawmakers, and the Council’s December 2025 Presidency compromise text materialises it
precisely: it preserves NIS2 primacy for major operators while routing smaller EU and third-
country operators into a distinct, space-specific regime, tiering the very value chain whose
unevenness this analysis flags. The Parliament’s Draft Report, by contrast, uses Amendment 63
(Recital 75) to extend protections toward small mid-caps and SMEs, while the suppressed Recital
69 (Amendment 57) acknowledged that asymmetrical protection across operators creates systemic
vulnerabilities.

Third, disproportionate notification burdens. The obligations require operators to notify multiple
overlapping entities: the Agency, national bodies, and NIS2 CSIRTs. As analysed by practitioners,
the early-warning window is also tighter than the horizontal baseline: 12 hours for incidents
affecting Union-owned assets, against the 24-hour NIS2 standard, plus a 72-hour report and a final
report within one month. For an under-resourced SME, such fragmented paths and compressed
deadlines risk incentivising incomplete disclosures during a live crisis.

4. Actionable Policy Recommendations

To resolve these asymmetries in the final trilogues, policymakers must protect the entire
ecosystem, whether a lex specialis or a pure NIS2 model prevails.

1. Establish a Proportional Compliance Floor for the Value Chain

Whether the final text retains a space-specific regime or integrates space into NIS2, it must
guarantee a mandatory cybersecurity floor equivalent to NIS2 Article 21. This floor must apply to
all subcontractors and operators within the essential space services value chain, including SMEs
and third-country vendors, without the governance overheads designed for large-scale entities.

2. Implement a Single Space-Sector Incident-Reporting Interface



Consolidate all incident notifications into a single platform managed by EUSPA, operational by
2028. The initial window should be harmonised to the NIS2 baseline, reserving ultra-short
deadlines for pre-defined cross-border impacts of critical severity.

3. Mandate Resilience-by-Design through Procurement

The Commission need not wait for entry into force: because procurement does not depend on the
Act’s adoption, it can act now, leveraging the Union’s purchasing power within programmes such
as IRIS? and EuroQCI. Tier-1 and tier-2 public supply contracts must be bound to the compliance
floor of Recommendation 1, using procurement to homogenise supply chain security ahead of the
formal regime.

5. Conclusion

True digital sovereignty cannot be achieved by deploying sovereign hardware into orbit alone; it
demands an evenly governed, resilient supply chain on Earth. As the Act moves through trilogue,
three positions remain in tension: the Commission’s sector-specific lex specialis, the Parliament’s
full integration into NIS2, and the Council’s hybrid, which keeps major operators under NIS2
while routing smaller and third-country operators through the Space Act, the very tiering that risks
entrenching the asymmetry diagnosed here. Policymakers have a narrow window to act.
Reinforcing the weakest links in the terrestrial supply chain is what will make European digital
sovereignty real, rather than merely orbital.
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