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Quantum Communication

EuroQCI: A Quantum Communication
Infrastructure for Europe‘s Digital Decade




\

The first operational system in the world providing Quantum Key Distribution (QKD
for the protection of government data & communications, telecommunications
networks, data centres, critical infrastructure (energy, finance, etc.)

DECLARATION ON A

QUANTUM COMMUNICATION

INFRASTRUCTURE
FOR THE EU

All 27 EU Member States

have signed a declaration agreeing to work

»

together to explore how to build a quantum
communication infrastructure (QCl) across ,
Europe, boosting European capabilities
in quantum technologies, cybersecurity
and industrial competitiveness.

@FutureTechEU #EuroQCl

m EuroQCI Declaration signed by all the 27 Member States
m Several MS have initiated national terrestrial and space implementations



EuroQCI: An overview

m An integrated satellite and terrestrial system spanning the whole EU for ultra-secure exchange of
cryptographic keys (Quantum Key Distribution), as part of the secure space connectivity system

m Quantum communication infrastructure (QCI) is part of the European Cybersecurity Strategy

EuroQCl space segment EuroQCI terrestrial segment
Distribution of quantum-secured encryption keys Federation of national terrestrial QCI networks
on a global scale with cross borders connections
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EuroQCI terrestrial segment: timeline

2021 22 23 24 25 26 27 28
>
2020-2023: preparatory and first deployment phase 2024-2027+: operational deployment phase
* Establishing first national networks to experiment with QKD e Operational deployment, testing, validation and
technology operationalisation

» ©

Key activities supported with EC funding from DEP and CEF :

Maturing EU quantum communication technologies
Building the national QCl networks

Cross-border links between national networks
Optical ground stations

Deployment of a European certification infrastructure
Coordination of national activities

* *
* *
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EuroQCI Space — indicative timeline

2021 22 23 24 25 26 27

Eagle 1 — First in orbit demonstration Launch
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EuroQCI space segment

Eagle 1 — LEO (Low Earth Orbit) satellite for in orbit demonstration and early tests with the ground
segment
« Eagle 1 under development, led by ESA
* Funded by Horizon Europe / ESA/ Industry
» Operations:
o QKD proof of concept & testing interfaces with OGS

1st Generation - deployment of a first constellation of LEO satellites with EU technology
« First prototype satellite funded and led by ESA
* Next satellites funded by EU
« Possibly additional satellites by Member States
» Operations:
o Exchange quantum keys between different sites on EU territory
o First validation of end to end system: interconnected LEO satellites + ground stations + terrestrial
systems
o Initial user and first security requirements coverage

2nd Generation - deployment of a fully operational system integrated with Secure Connectivity
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Quantum Sensing

Quantum Space Gravimetry




Quantum space gravimetry

* Long history of space gravimetry: CHAMP, GRACE, GOCE...

« But current technology is reaching its limit (accelerometer performance)

* Need for a new technology breakthrough, a fully-fledged quantum gravimetry mission

Why quantum technology?
Hypothesis :

v Quality data

v Drift-free measurements ay
v" Higher absolute accuracy

v" Higher sensitivity

In Space - Long atom % '

Interferometry time, but
CANNOT be tested on ground

Need for a
pathfinder mission

CAl, need to test/
demonstrate / improve the
technology for space mission
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Long-term Objectives

* Mature the QSG technology and
improve TRL of QSG components (HE)

« Deploy an EU pathfinder mission within
this decade:

* To demonstrate the technology
(BEC) in orbit

» To assess the feasibility of mission
concept

* Ensure EU non-dependence,
sovereignty and leadership in this
domain

» Pave the way for the deployment of an
EU space quantum gravimetry
mission within the next decade
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Q This will:

Benefit our EU space programme, in
partlcular Copernicus

Benefit the overall EO community with
enhanced gravimetry data

Possibly (technology) be used for other
missions (Moon, Mars...) and other
applications (Defence)

Possibly combine with a ground
network and ensure operational coverage

Foster the development of a QSG
industrial (supply chain) & academic
ecosystem
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Space Quantum in Horizon
Europe

Work Programme 2021-2022




Call topics HE WP21/22 open until 16.02.2022

2021-SPACE-01-11: End-to-end satellite communication systems and associated

services

e R&I on secure quantum communications through the development of components for quantum satellite
communication systems
e R&I of space technology components and systems necessary for Quantum Key Distributions (QKD)

« Total indicative budget: EUR 12.00 million (4.00 to 6.00 contribution per project)

2021-SPACE-01-62: Quantum technologies for space gravimetry

e Enhance the TRL of all (critical) components necessary to build quantum gravimetry for space
e Development of EU technologies and components for a space quantum gravimeter or gradiometer
e Cold atom interferometry (including Bose-Einstein Condensates) components

+ Total indicative budget: EUR 17.00 million.
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